Timofei Mihhailov

Experienced freelance IT specialist with over 10 years in the industry, passionate about helping
businesses automate processes and boost sales. Currently seeking to enhance my web development
skills by contributing to a remote team and continuing my professional growth.

M4 timofeimih@gmail.com B 37254824711

WORK-EXPERIENCE

Full-Stack Web Developer
LLC "CANAPECLUB" &=

11/2019 - 10/2022
LLC "Canape Club" is a catering company in Moscow.

Moscow, Russia

Achievements/Tasks
® Translated Photoshop design templates into pixel-perfect,
responsive front-end interfaces.

® Optimized website performance and responsiveness for both
mobile (iOS and Android) and desktop platforms, resulting in
improved load times and user experience.

® Developed and integrated APIs, including Foodpicaso and Yandex
Market (DBS), to extend platform functionality and streamline
product data synchronization.

Full-Stack Web Developer
LLC "UBK "Business Dialogue" =

11/2011-10/2022 Saint-Petersburg, Russia

LLC "UBK "Business Dialogue”, a network of offices of legal and accounting
support for small and medium-sized businesses.

Achievements/Tasks

® Maintained and supported a WordPress-based website, actively
resolving issues related to cyberattacks, site crashes, and critical
bugs.

® Led ateam in restructuring the existing website from a basic
template, significantly enhancing the user interface and overall
visual appeal.

® Built various side projects focused on data processing, custom
parsing, and data visualization to explore and showcase technical
capabilities.

EDUCATION

Cybersecurity
TalTech Tallinn & University of Tartu combined
program

09/2022 - 06/2025 Master's degree. EST Qualification

Framework 7, Estonia
Thesis/Courses
® Development of Cybersecurity Learning Material for Future and
Current School Teachers in Ida-Virumaa (thesis link)
® Information Systems Attacks and Defense (report link)

® |T Infrastructure Services (repo link)

Information Technology Systems Development
University of Tartu, Estonia

09/2016 - 06/2020 Bachelor of Applied Science. EST

Qualification Framework 6

¥ Estonia timofeimih.eu

@ linkedin.com/in/timofeimih

SKILLS

JavaScript PHP Python HTML

COMPETITIONS

SANS Nordics Cyber Tournament 2024

(11/2024 - 12/2024)

® 69 place out of 500.

® Gained hands-on experience in cybersecurity by competing in
the SANS CTF Tournament, solving challenges across forensics,

web attacks, reverse engineering, and infrastructure
exploitation.

Loomehdakk vol 7: Hack your City

(05/2019-05/2019)

® Team: "N(AR)VA". Award: 2nd place.

® Topic: Developed a concept for visualizing historical or
destroyed artifacts by printing their images on glass surfaces,

each paired with a QR code that links to an interactive 3D
model of the object.

CERTIFICATES

Locked Shields 2024 (02/2024 - 03/2024)
NATO CCDCOE cybersecurity exercise. White team member.

React - The Complete Guide (12/2021 - 01/2022)
50-hour course about React fundamentals, including Hooks, React
Router, and Redux.

LANGUAGES
English 0000
Russian 0000
Estonian O 0 ® OO
INTERESTS
Swimming Volleyball Cross-Country Skiing
Hiking Crab Fishing Technology
Skateboarding Video Games
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